
        

  Introduction to LCBS Connect  Information Technology Background  

  
The Honeywell LCBS Connect Gateway serves as the communication device between a building site and the 
Honeywell Cloud; providing contractors with a way to remotely monitor, control and configure Honeywell building 

 Building data is also collected from Honeywell sensors and controllers 
in the building and analyzed for issues. Contractors are notified upon detection of a problem and provided with 
information that can assist them in diagnosing the problem remotely. Honeywell maintains and owns the services 
provided by the Honeywell Cloud infrastructure.  

The Honeywell LCBS Gateway does not store any live data, except for the rare instance of connection outage or 
power failure.  It is simply tasked with moving data to and from the Honeywell Cloud, to and from your building 
control system.  To accomplish this task the Gateway has a standard Ethernet connector and uses TCP/IP 
messaging to communicate with the Honeywell Cloud services.  

The Honeywell Cloud does store information collected for short term and long term use. This data is owned by the 
building owner and generally cannot be transferred without the permission of the building owner. Honeywell 
reserves the right to analyze this data.  Any usage of the data that is not directly provided to the building/data 
owner will be made anonymous, such that it cannot be attributed to any particular identity. 

Data communication between the gateway and the Honeywell cloud is via HTTPS and AMPQS, secured by TLS; 
public protocols in use by the banking and computing industry. 

 

The Honeywell LCBS Connect Gateway initiates all communication to a known secure Honeywell endpoint, 
and is designed such that it will not respond to any unsolicited queries or traffic.  It uses AMQPS for data 
exchange and HTTPS for firmware maintenance.  The gateway will not accept inbound communication, 
reducing the exposure to unsolicited traffic.  HTTPS is used for maintenance reasons, including firmware 
download, initialization, and daily security token fetching.  Honeywell uses the following ports for Cloud to 
Honeywell Gateway building communication. These outgoing ports must be open in order to use the 
Connected Buildings Service. 

For Description 

Microsoft Service Bus Communication AMQPS (Advanced Message Queuing Protocol 
Secured)  Port 5671     

(Note!  If this port is not available, the gateway will 
automatically switch over to HTTPS on port 443) 

Registration and firmware upgrade HTTPS  Port 443 

Inbound messages are not supported and not allowed.  The firewall rules relating to outbound TCP messages 
follow: 

LAN Network/Host IP LAN Port WAN Network/Host IP WAN Port 

<GW Network/IP Address> Any <IP Address of Registration Server> 443 

<GW Network/IP Address> Any <Service Bus IP Address> 5671 

Thank you for choosing Honeywell. We look forward to addressing your information technology needs.   


