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INTRODUCTION
This document is intended for use by sales and application 
personnel. Its purpose is a sales reference guide that provides 
solutions to typical application scenarios using WEBs Niagara 
based security controllers and compatible peripheral 
hardware.

Each application scenario includes three sections:

1. The Parts Table provides part numbers for the devices 
described on the page. In this table the column titled 
Price is provided so that the individuals using the Guide-
book can fill in their own prices for estimating a project. 
Please note that even though a specific device may be 
indicated in this section, it does not mean that this is the 
only device that can meet the application. Due to the 
fact that security devices are continuously changing and 
improving, the model numbers for some of these 
devices are not included in the Parts Table. Consult 
your local security distributor for the device that best 
suits your application.

2. The associated illustration provides a sample drawing of 
how this application may be configured. This drawing 
does not indicate how devices should be installed. 
There is usually more than one way to install and locate 
devices and modules. Each project needs to be verified 
on-site to see what is the best and most economical 
method available to install the devices.

3. The section titled Sales Tips provides various bits of 
information that may help save costs when estimating a 
specific application or provide additional information on 
a specific feature or device.
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COPYRIGHT NOTICE
The software described herein is furnished under a license 
agreement and may be used only in accordance with the 
terms of the agreement.

This document may not, in whole or in part, be copied, 
photocopied, reproduced, translated, or reduced to any 
electronic medium or machine-readable form without prior 
written consent from Honeywell, Inc.

The confidential information contained in this document is 
provided solely for use by Honeywell employees, licensees, 
and system owners; and is not to be released to, or 
reproduced for, anyone else; neither is it to be used for 
reproduction of this Control System or any of its components.

All rights to revise designs described herein are reserved. 
While every effort has been made to assure the accuracy of 
this document, Honeywell shall not be held responsible for 
damages, including consequential damages, arising from the 
application of the information contained herein. Information 
and specifications published here are current as of the date of 
this publication and are subject to change without notice.

The release and technology contained herein may be 
protected by one or more U.S. patents, foreign patents, or 
pending applications.

TRADEMARK NOTICES
BACnet and ASHRAE are registered trademarks of American 
Society of Heating, Refrigerating and Air-Conditioning 
Engineers. Microsoft and Windows are registered trademarks, 
and Windows NT, Windows 2000, Windows XP Professional, 
and Internet Explorer are trademarks of Microsoft 
Corporation. Java and other Java-based names are 
trademarks of Sun Microsystems Inc. and refer to Sun's family 
of Java-branded technologies. Mozilla and Firefox are 
trademarks of the Mozilla Foundation. Echelon, LON, 
LonMark, LonTalk, and LonWorks are registered trademarks 
of Echelon Corporation. Niagara Framework and NiagaraAX 
are registered trademarks of Tridium Inc. All other product 
names and services mentioned in this publication that is 
known to be trademarks, registered trademarks, or service 
marks are the property of their respective owners.The 
software described herein is furnished under a license 
agreement and may be used only in accordance with the 
terms of the agreement.
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ACCESS CONTROL
Access control is a service that provides two primary 
functions: 

• Controls entry to and exit from an area or facility
• Tracks and logs personnel transactions

There are many detail items to consider when providing 
electronic access through a door entry. What does the local 
code for egress require? Is the door a UL fire-rated door that 
requires a certain kind of locking device and method of 
installation? Is the door an emergency exit door that may have 
to meet specific local code requirements? Is the door installed 
properly? Are door closers required? How are wires routed to 
the door lock? If this is a glass entry door, how will the locks 
be installed? And the list goes on. These are just a few of the 
questions that need to be asked before you can properly 
provide an estimate to your customer. It is advisable to partner 
with a professional lock company who has experience with the 
intricacies of door and lock installations. This usually lowers 
your price to the customer and reduces your risk for the 
project. 

The access control market is evolving. Technology has driven 
many of the components that are commonly used in access 
control systems into a commodity market. Products such as 
readers, door switches, request-to-exit devices and locks can 
be accessed through many channels of distribution and are 
generally price point driven. The items that usually remain 
proprietary to a particular manufacturer are the reader, 
controller, and the software that monitors and manages the 
access control system. With the shift towards commodity 
products, some standards for interfacing these products have 
emerged: standards for dry-contact connection for devices 
like door monitor switches, request-to-exit devices and locks. 
Readers often carry a Wiegand standard (usually 26 bit) for 
interfacing into a reader controller. This shift towards 
commodity products has created a lower price point for 
purchasing access control systems. As the access control 
market evolves, price points for purchasing access control 
systems has fallen, creating greater opportunity. 

The following section contains some basic door configurations 
that you will come across when providing access control 
solutions to your customers. The applications within the 
section are intended to provide you with some basic 
knowledge and common solutions for your proposals. Please 
remember that there are several methods to use when 
providing a solution to your customers, so even though we 
may show one method, you should always explore alternative 
solutions, remaining inventive and competitive. 

To help you better understand the terminology tossed around 
when discussing access control systems, some common 
terms are explained below. 

CREDENTIAL
A security badge or other coded device, PIN code, or 
biometric profile presented to a reader.

READER
A device that reads the encoded badge number when a 
badge is presented. Technologies include mag-strip, 
proximity, bar code, biometric, etc. The reader technology 
must always match the Credential technology. Readers may 
support many communication protocols. The WEBs Access 
Control solution supports the Wiegand protocol—an industry 
standard.

REQUEST TO EXIT DEVICE (REX)
A device that is installed on the egress side of the door to 
allow free egress when activated. Common request-to-exit 
devices include PIR (Passive Infrared) motion detectors, push 
buttons, and touch sensitive bars.

DOOR POSITION SWITCHES
Switches that monitor the status of a door or window's 
position.

STRIKES
Locking devices that are installed on the door and protrude 
into the door frame to immobilize the door.

MAGNETIC LOCKS
Locks that use electric magnets to hold a door closed when 
power is applied. The locks come in many configurations and 
vary in door holding force.

SEC-H-R2R
The WEBs Security 2 reader remote module that provides the 
electronic interface for 2 card readers, request-to-exit devices, 
and output relays for activation of door locks.

SEC-H-201 / SEC-H-600
The WEBs Security Controllers that contain the access control 
and security application. These controllers are accessed and 
configured via a WEB browser. Each controller has on-board 
I/O for 2 standard doors. The SEC-H-201 controller supports 
up to 7 SEC-H-R2R Modules, and the SEC-H-600 controller 
supports up to 15 SEC-H-R2R modules.

BATTERY BACKED POWER SUPPLY
A combination power supply and battery charger used to 
provide power to door locks, motion sensors, and other 
powered auxiliary devices. Upon primary power failure, the 
supply switches automatically to battery power.
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Types of Doors 
The following types of doors are included in this section:

• Exit/Entry Door (Single Reader)
• Exit/Entry Door (In / Out Reader)
• Exit/Entry Double Door (Single Reader)
• Exit/Entry Double Door (In / Out Reader)
• Handicap Door
• Parking Lot (Single Reader)
• Parking Lot (In / Out Reader)

Exit/Entry Door (Single Reader)
Protecting facilities from unauthorized entry is a common 
reason for providing access control at main entry points within 
a facility. The most common access control door configuration 
is provided below. In this example, the door can be opened 
with an authorized credential. Exiting the facility involves 
activating a PIR motion detector, Exit Button, or touch bar that 
will unlock the door. If a person leaves the door open, the door 
position switch will indicate a door held open condition, 
generating an alarm event. During normal door operation, the 
door alarm is locked out for a programmable time.

Table 1. Parts for Exit/Entry Door (Single Reader)

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE 1
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 1
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1 1
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader module SEC-ENC-H-3

C
(Request to 

Exit)

Motion sensor - white
Honeywell

IS310WH 1
Motion sensor - black IS310BL
Request-to-Exit button EXB-1

D
(Door Locks)

1200 lb. magnetic lock Honeywell ML8011-LC-US28 1
1300 lb. door strike NS5100

E
(Door Status 

Switch)

SPDT Door status contact Obtain locally 1

F
(Communicati

on cable)

22 AWG low capacitance, shielded, twisted 
pair. 4000  ft. total length max.

Obtain locally Belden #7837A or 
equivalent

Lot

G
(Power and 
battery from 
controller to 

module)

3 conductor shielded cable. For wire gauge 
required: “Appendix A: Cable Sizing” on 
page 46.

Obtain locally Use required cable 
per calculations in 
Appendix A.

Lot 

H
(Reader 
Cable)

22 AWG, 8 conductor, shielded cable. Obtain locally Belden #8725 or 
equivalent.

Lot 

I
(Cable to 

Request-To-
Exit Device)

22 AWG 2-4 conductor shielded cable. 
Conductors required determined by 
device(s) used.

Obtain locally Belden #7837A (2-
conductor) or Belden 
#7838A (4-
conductor) or 
equivalent.

Lot 

J
(Door Status)

22 AWG low-capacitance, shielded twisted 
pair.

Obtain locally Belden #7837A or 
equivalent

Lot 

K
(Door Lock 

Power)

2 conductor cable. For wire gauge required: 
See “Appendix A: Cable Sizing” on 
page 46.

Obtain locally Use required cable 
per calculations in 
Appendix A.

Lot
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Fig. 1. Exit/Entry Door (Single Reader) Diagram

SALES TIPS
• The SEC-H-R2R supports 12 VDC Wiegand interface type 

readers.
• A request to exit button can be used instead of a PIR 

motion detector.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

L
(Auxiliary 
Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply.

Honeywell

HP300ULX 1

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

HP300ULPD4CB

M
(Backup 
Battery)

12 V 7AH Battery. See “Appendix B: 
Battery Sizing” on page 47.

Honeywell 712BNP 1-4

N
(Security 

Cable - not 
shown on 
drawing)

Combines cables H,I,J,K for easier 
installation. Check reader and REX 
requirements to select correct cable. Obtain locally

Genesis 3295
Belden 538AFS
Belden 658AFS
(others available)

Lot

O
(Credentials - 
not shown on 

drawing)

PVC Prox Card - may be used with PVC 
printers. Honeywell

PVC-H-4
Mult. 
of 25Prox Card PX-4-H

Prox Key Fob PX-KEY-H

Item Description Supplier Part # Price Qty Total

L

B

HJ
K

E

I

C
A

G

F

120
VAC

FROM CONTROLLER

INSIDE VIEW OUTSIDE VIEW M13926

C

D
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Exit/Entry Door (In / Out Reader)
Sometimes the operation of a facility warrants the tracking of 
personnel to and from an area. Providing this function 
requires the use of an entry reader and an exit reader. In this 
example, whether you are entering or exiting the area, you are 
required to present a valid credential. This enables the system 

to track when and where a person enters or exits a facility, and 
who it is. If a person leaves the door open, the door position 
switch will indicate a door held open condition, generating an 
alarm event. During normal door operation, the door alarm is 
locked out for a programmable time.

Table 2. Parts for Exit/Entry Door (In / Out Reader)

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE 2
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 1
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1 1
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader module SEC-ENC-H-3

D
(Door Locks)

1200 lb. magnetic lock Honeywell ML8011-LC-US28 1
1300 lb. door strike NS5100

E
(Door Status 

Switch)

SPDT Door status contact Obtain locally 1

F
(Communicatio

n cable)

22 AWG low capacitance, shielded, twisted 
pair. 4000 ft. total length max.

Obtain locally Belden #7837A or 
equivalent

Lot

G
(Power and 
battery from 
controller to 

module)

3 conductor shielded cable. For wire gauge 
required, see “Appendix A: Cable Sizing” 
on page 46.

Obtain locally Use required cable 
per calculations in 
Appendix A.

Lot 

H
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain locally Belden #8725 or 
equivalent.

Lot 

J
(Door Status)

22 AWG low-capacitance, shielded twisted 
pair.

Obtain locally Belden #7837A or 
equivalent

Lot 

K
(Door Lock 

Power)

2 conductor cable. See “Appendix A: Cable 
Sizing” on page 46 for wire gauge required.

Obtain locally Use required cable 
per calculations in 
Appendix A.

Lot

L
(Auxiliary 
Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply.

Honeywell

HP300ULX 1

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution board. HP300ULPD4CB

M
(Backup 
Battery)

12 V 7AH Battery, See “Appendix B: Battery 
Sizing” on page 47.

Honeywell 712BNP 1-4

O
(Credentials - 
not shown on 

drawing)

PVC Prox Card - may be used with PVC 
printers.

Honeywell

PVC-H-4 Mult. of 
25

Prox Card PX-4-H
Prox Key Fob PX-KEY-H
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Fig. 2. Exit/Entry Door (In / Out Reader)

SALES TIPS
• The SEC-H-R2R supports 12 VDC Wiegand interface type 

readers.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

Exit/Entry Double Door (Single Reader)
Protecting facilities from unauthorized entry is a common 
reason for providing access control at main entry points within 
a facility. Entry points with double doors need to have locking 
hardware for both doors, but in most applications only one 
door is used for the actual entry and exiting of an area. In this 
example, the door can be opened with an authorized 
credential. Exiting from the facility involves the activation of a 

PIR motion detector that will unlock the door when a person 
enters into close proximity to the door. If a person leaves the 
door open, the door position switch will indicate a door held 
open condition, generating an alarm event. During normal 
door operation, the door alarm is locked out for a 
programmable time.

Table 3. Exit/Entry Double Door (Single Reader)

L

B

H
J

K

E

A
A

G

F

120
VAC

FROM CONTROLLER

INSIDE VIEW OUTSIDE VIEW M13927

D

H

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE 1
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 1
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600
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B
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1 1
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader module SEC-ENC-H-3

C
(Request to 

Exit)

Motion sensor - white
Honeywell

IS310WH 1
Motion sensor - black IS310BL
Request-to-Exit button EXB-1

D
(Door Locks)

1200 lb. magnetic lock Honeywell ML8011-LC-US28 2
1300 lb. door strike NS5100

E
(Door Status 

Switch)

SPDT Door status contact Obtain locally 2

F
(Communicati

on cable)

22 AWG low capacitance, shielded, twisted 
pair. 4000 ft. total length max.

Obtain locally Belden #7837A or 
equivalent

Lot

G
(Power and 
battery from 
controller to 

module)

3 conductor shielded cable. See “Appendix 
A: Cable Sizing” on page 46 for wire gauge 
required.

Obtain locally Use required cable 
per calculations in 
Appendix A.

Lot 

H
(Reader 
Cable)

22 AWG, 8 conductor, shielded cable. Obtain locally Belden #8725 or 
equivalent.

Lot 

I
(Cable to 

Request-To-
Exit Device)

22 AWG 2-4 conductor shielded cable. 
Conductors required determined by 
device(s) used.

Obtain locally Belden #7837A (2-
conductor) or 
Belden #7838A (4-
conductor) or 
equivalent.

Lot 

J
(Door Status)

22 AWG low-capacitance, shielded twisted 
pair.

Obtain locally Belden #7837A or 
equivalent

Lot 

K
(Door Lock 

Power)

2 conductor cable. See “Appendix A: Cable 
Sizing” on page 46 for wire gauge required.

Obtain locally Use required cable 
per calculations in 
Appendix A.

Lot

L
(Auxiliary 
Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply. Honeywell

HP300ULX 1

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution board.

HP300ULPD4CB

M
(Backup 
Battery)

12 V 7AH Battery, See “Appendix B: Battery 
Sizing” on page 47.

Honeywell 712BNP 1-4

N
(Security 

Cable - not 
shown on 
drawing)

Combines cables H,I,J,K for easier 
installation. Check reader and REX 
requirements to select correct cable.

Obtain locally Genesis 3295
Belden 538AFS
Belden 658AFS
(others available)

Lot

O
(Credentials - 
not shown on 

drawing)

PVC Prox Card - may be used with PVC 
printers.

Honeywell

PVC-H-4 Mult. 
of 25

Prox Card PX-4-H
Prox Key Fob PX-KEY-H

Item Description Supplier Part # Price Qty Total
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Fig. 3. Exit/Entry Double Door (Single Reader)

L

B

HJ
K

E

C

A

G

F

120
VAC

FROM CONTROLLER

INSIDE VIEW

OUTSIDE VIEW
M13928

D

I

E

C

D
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SALES TIPS
• Sometimes due to budget restraints the lock is eliminated 

from the door that is not used for entry. This is usually 
acceptable if there is a secure method to manually latch 
the door from the top and from the bottom.

• The SEC-H-R2R supports 12 VDC Wiegand interface type 
readers.

• A request to exit button can be used instead of a PIR 
motion detector.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

Exit/Entry Double Door (In / Out Reader)
Sometimes the operation of a facility warrants the tracking of 
personnel to and from an area. Providing this function 
requires the use of an entry reader and an exit reader. Entry 
points with double doors need to have locking hardware for 
both doors, but in most applications only one door is used for 
the actual entry and exiting of an area. In this example, 
whether you are entering or exiting the area, you are required 
to present a valid credential. This enables the system to track 
when and where a person enters or exits a facility, and who it 
is. If a person leaves the door open, the door position switch 

will indicate a door held open condition, generating an alarm 
event. During normal door operation, the door alarm is locked 
out for a programmable time.

An area secured by an entrance and exit reader may be 
defined as an access zone. Access zone definition provides 
the ability to define minimum and maximum occupancy 
counts, deter pass-back (a user entering a space and passing 
a card back to someone else), and require the presence of a 
supervisor in a secured area.

Table 4. Parts for Exit/Entry Double Door (In / Out Reader)

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE

2
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 

1
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/module 

enclosures)

Medium Enclosure with power supply

Honeywell

SEC-ENC-H-1 

1
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader 
module

SEC-ENC-H-3

D
(Door Locks)

1200 lb. magnetic lock Honeywell ML8011-LC-US28 2
1300 lb. door strike NS5100

E
(Door Status 

Switch)

SPDT Door status contact Obtain 
locally

2

F
(Communication 

cable)

22 AWG low capacitance, shielded, 
twisted pair. 4000 ft. total length max.

Obtain 
locally

Belden #7837A or 
equivalent

Lot

G
(Power and battery 
from controller to 

module)

3 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 46 for 
wire gauge required.

Obtain 
locally

Use required cable 
per calculations in 
Appendix A.

Lot 

H
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain 
locally

Belden #8725 or 
equivalent.

Lot 

J
(Door Status)

22 AWG low-capacitance, shielded 
twisted pair.

Obtain 
locally

Belden #7837A or 
equivalent

Lot 

K
(Door Lock Power)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 46 for wire gauge 
required.

Obtain 
locally

Use required cable 
per calculations in 
Appendix A.

Lot
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L
(Auxiliary Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply.

Honeywell

HP300ULX

112/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

HP300ULPD4CB

M
(Backup Battery)

12 V 7AH Battery. See “Appendix B: 
Battery Sizing” on page 47.

Honeywell 712BNP 1-4

O
(Credentials - not 

shown on drawing)

PVC Prox Card - may be used with PVC 
printers.

Honeywell

PVC-H-4
Mult. of 

25Prox Card PX-4-H
Prox Key Fob PX-KEY-H

Item Description Supplier Part # Price Qty Total
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Fig. 4. Exit/Entry Double Door (In / Out Reader)
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SALES TIPS
• Sometimes due to budget restraints the lock is eliminated 

from the door that is not used for entry. This is usually 
acceptable if there is a secure method to manually latch 
the door from the top and from the bottom.

• The SEC-H-R2R supports 12 VDC Wiegand interface type 
readers.

• A request to exit button can be used instead of a PIR 
motion detector.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

Handicap Door
A handicap access door provides an automatic door opener 
that enables a handicapped person to enter and exit and also 
allows extra access time. The door can function for both 
normal access and handicap access. A person without 
handicap privileges would operate the door just as any other 
door. In addition to the regular badge reader, a second reader 
may be mounted low on the outside of the secured space far 
enough from the door so that the handicapped person does 
not need to move backward to avoid the door when it opens. 
(See ADA requirements.) When a valid badge is presented at 
the reader, the door opener switch may be pressed to operate 

the automatic door. The reader may be segregated so that 
only handicapped people are allowed to use it. Alternatively, a 
single reader mounted low enough for wheelchair bound 
people may be used by everyone. The handicap door 
operator switch on the inside of the door performs the 
request-to-exit function and operates the automatic door. In 
addition to operating the automatic door, pressing the 
handicap door operator switch allows the door to be opened 
for an extended time before causing an alarm to allow the 
handicapped individual sufficient time to pass through the 
door.

Table 5. Parts for Handicap Door

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE

2
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. 
reader

OP90HONE

Keypad / Prox. Reader OT36HONA

B
(Controller/module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 

1
Security Controller with on-board I/O for 
2 readers (doors).

SEC-H-201

Security Controller with on-board I/O for 
2 readers (doors).

SEC-H-600

B
(Controller/module 

enclosures)

Medium Enclosure with power supply

Honeywell

SEC-ENC-H-1 

1
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader 
module

SEC-ENC-H-3

C
(Request to Exit)

Motion sensor - white
Honeywell

IS310WH
1Motion sensor - black IS310BL

Request-to-Exit button EXB-1
D

(Door Locks)
1200 lb. magnetic lock Honeywell ML8011-LC-US28 1
1300 lb. door strike NS5100

E
(Door Status Switch)

SPDT Door status contact Obtain 
locally

1

F
(Communication cable)

22 AWG low capacitance, shielded, 
twisted pair. 4000 ft. total length max.

Obtain 
locally

Belden #7837A or 
equivalent

Lot

G
(Power and battery from 

controller to module)

3 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 46 
for wire gauge required.

Obtain 
locally

Use required cable per 
calculations in Appendix 
A.

Lot 

H
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain 
locally

Belden #8725 or 
equivalent.

Lot 

I
(Cable to Request-To-

Exit Device)

22 AWG 2-4 conductor shielded cable. 
Conductors required determined by 
device(s) used.

Obtain 
locally

Belden #7837A (2-
conductor) or Belden 
#7838A (4-conductor) or 
equivalent.

Lot 

J
(Door Status)

22 AWG low-capacitance, shielded 
twisted pair.

Obtain 
locally

Belden #7837A or 
equivalent

Lot 
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Fig. 5. Handicap Door

SALES TIPS
• Refer to the appropriate ADA codes and the local AHJ to 

determine the requirements for handicap access door 
applications.

• The SEC-H-R2R supports 12 VDC Wiegand interface type 
readers.

• A PIR motion detector can be used instead of a request to 
exit push button.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

K
(Door Lock Power)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 46 for wire 
gauge required.

Obtain 
locally

Use required cable per 
calculations in Appendix 
A.

Lot

L
(Auxiliary Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply.

Honeywell

HP300ULX

112/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

HP300ULPD4CB

M
(Backup Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47.

Honeywell 712BNP 1-4

N
(Security Cable - not 
shown on drawing)

Combines cables H,I,J,K for easier 
installation. Check reader and REX 
requirements to select correct cable.

Obtain 
locally

Genesis 3295
Belden 538AFS
Belden 658AFS
(others available)

Lot

O
(Credentials - not shown 

on drawing)

PVC Prox Card - may be used with 
PVC printers.

Honeywell

PVC-H-4 Mult. 
of 25

Prox Card PX-4-H
Prox Key Fob PX-KEY-H

P
(Handicap Door Switch)

Momentary Switch for Handicap door 
input.

Obtain 
locally

2

Item Description Supplier Part # Price Qty Total

L

B

HJK

E

I

C
A A

G

F

120
VAC

FROM CONTROLLER

INSIDE VIEW OUTSIDE VIEW
M13930

C

D

I

I
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Parking Lot (Single Reader)
Parking lots are often controlled and managed by the use of 
parking gate barriers. For employee applications, most 
parking lots use a reader to allow entry into the parking lot and 
use ground loop detectors for free egress. Most parking gate 
barriers are usually configured to be "Self-Contained." This 

means that the parking gate barrier has all the electronics and 
locking mechanisms built in to raise and lower the barrier arm. 
The only interface that the parking gate barrier requires is a 
contact closure from the SEC-H-R2R indicating authorization 
to enter. Check specific interface requirements from the 
parking gate barrier manufacturer.

Table 6. Parts for Parking Lot (Single Reader)

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE

1
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 

1
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/

module 
enclosures)

Medium Enclosure with power supply

Honeywell

SEC-ENC-H-1 

1
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader 
module

SEC-ENC-H-3

C
(Communicatio

n cable)

22 AWG low capacitance, shielded, 
twisted pair. 4000 ft. total length max.

Obtain locally Belden #7837A or 
equivalent

Lot

E
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain locally Belden #8725 or 
equivalent.

Lot 

F
(Cable to Gate 

Device)

22 AWG 2-4 conductor shielded cable. 
Conductors required determined by 
device(s) used.

Obtain locally Belden #7837A (2-
conductor) or 
Belden #7838A (4-
conductor) or 
equivalent.

Lot 

G
(Backup 
Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47.

Honeywell 712BNP 1-4

H
(Credentials - 
not shown on 

drawing)

PVC Prox Card - may be used with PVC 
printers.

Honeywell

PVC-H-4
Mult. of 

25Prox Card PX-4-H
Prox Key Fob PX-KEY-H
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Fig. 6. Parking Lot (Single Reader)

SALES TIPS
• Use caution when proposing parking gate barriers. It is 

usually wiser to contract the installation and procurement 
of the parking gate barrier, the barrier pad, electrical work, 
reader pedestal, parking lot cutting, parking lot repair and 
fence alignment. 

• Sometimes a guard station is located beside the barrier 
gate. If the guard station requires manual release of the 
parking gate arm, add a request-to-exit button at the guard 
station and connect the request-to-exit button into the 
SEC-H-R2R for the parking gate barrier reader.

• The SEC-H-R2R supports 12 VDC Wiegand interface type 
readers.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

READER 
PEDESTAL 
MOUNT

A

UNDERGROUND 
CABLE

ENTRANCE

FENCE

EXIT

POWER/BATTERY

FROM CONTROLLER

RS-485 COMMUNICATIONS

D

C

B

E
F

UNDERGROUND 
CONDUIT

E

E

FENCE

120 VAC

EQUIPMENT CABINET 
AND GATE ALARM 
BARRIER PAD

GATE CONTROLLER

GATE BARRIER ARM

GROUND
LOOP
DETECTOR

M13931
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Parking Lot (In / Out Reader)
Parking lots are often controlled and managed by the use of 
parking gate barriers. For tracking employees in and out of a 
parking lot facility, most parking lots use a reader to allow 
entry into the parking lot and a reader to allow the exiting of 
the parking lot. Most parking gate barriers are usually 
configured to be "Self-Contained." This means that the 

parking gate barrier has all the electronics and locking 
mechanisms built in to raise and lower the barrier arm. The 
only interface that the parking gate barrier requires is a 
contact closure from the SEC-H-R2R indicating authorization 
to enter. Check specific interface requirements from the 
parking gate barrier manufacturer.

Table 7. Parts for Parking Lot (In / Out Reader)

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE

2
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 

1
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1 
1Large Enclosure with power supply SEC-ENC-H-2

Small Enclosure - houses 1 reader module SEC-ENC-H-3

C
(Communication 

cable)

22 AWG low capacitance, shielded, twisted 
pair. 4000 ft. total length max.

Obtain 
locally

Belden #7837A or 
equivalent

Lot

D
(Power and 
battery from 
controller to 

module)

3 conductor shielded cable. See “Appendix 
A: Cable Sizing” on page 46 for wire gauge 
required.

Obtain 
locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain 
locally

Belden #8725 or 
equivalent.

Lot 

F
(Cable to Gate 

Device)

22 AWG 2-4 conductor shielded cable. 
Conductors required determined by 
device(s) used.

Obtain 
locally

Belden #7837A (2-
conductor) or 
Belden #7838A (4-
conductor) or 
equivalent.

Lot 

G
(Backup Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47.

Honeywell 712BNP 1-4

H
(Credentials - not 

shown on 
drawing)

PVC Prox Card - may be used with PVC 
printers. Honeywell

PVC-H-4
Mult. of 

25Prox Card PX-4-H
Prox Key Fob PX-KEY-H
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Fig. 7. Parking Lot (In / Out Reader)

SALES TIPS
• Use caution when proposing parking gate barriers. It is 

usually wiser to contract the installation and procurement 
of the parking gate barrier, the barrier pad, electrical work, 
reader pedestal, parking lot cutting, parking lot repair and 
fence alignment.

• Sometimes a guard station is located beside the barrier 
gate. If the guard station requires manual release of the 
parking gate arm, add a request-to-exit button at the guard 
station and connect the request-to-exit button to the SEC-
H-R2R for the parking gate barrier reader.

• The SEC-H-R2R supports 12 VDC Wiegand interface type 
readers.

• Door lock power, as well as power for other loads switched 
by the SEC-H-R2R, should always be provided from a 
different source.

READER 
PEDESTAL 
MOUNT

A

UNDERGROUND 
CABLE

ENTRANCE

FENCE

EXIT

POWER/BATTERY

FROM CONTROLLER

RS-485 COMMUNICATIONS

D

C

B

E x 2
F

UNDERGROUND 
CONDUIT

E

E

FENCE

120 VAC

EQUIPMENT CABINET 
AND GATE ALARM 
BARRIER PAD

GATE CONTROLLER

GATE BARRIER ARM

M13932
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MOUNT

A

E

UNDERGROUND 
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Elevator Access
Many high-rise applications require elevator access control. 
Although the lobby areas of many buildings are open to the 
public for extended hours, it is often a requirement that only 
authorized personnel be allowed to access the elevators after 
normal business hours.

Lobby Access
The simplest form of elevator access control involves 
restricting access to the elevator lobby. Lobby doors are 
configured as Exit/Entry doors (see previous sections). Once 
inside the lobby, the occupant may typically call elevators and 
ride to any floor.   Often this type of control is installed on 
public floors to provide added security for building tenants. 
Lobby Access control may be combined with other means of 
Elevator Access control.

Call Button Access
Call button access restricts the use of the elevator call 
buttons. In this method of control, the elevator call buttons are 
enabled when a valid credential is presented at a reader in the 
lobby. A reader may enable one or all call buttons in the lobby 
depending on the requirements of the building. Once inside 
the elevator, the person has access to all floor buttons. Often 
a reduced number of elevator cars are enabled after hours to 
save energy and equipment wear and tear. Readers may be 
installed on every floor, or only on public floors.

Enabling the call button is typically done by interfacing to the 
elevator controller which is usually located remotely from the 
elevator lobby. A remote I/O module relay output is required 
with a relay output for each controlled call button. Work 
closely with the company that installed or maintains the 
building elevators to assure that the operation of the elevator 
controls is not compromised. Some states require special 
licensing for installation of elevator controls.

Table 8. Parts for Elevator Access (Call Button)

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/

module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1 
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader module SEC-ENC-H-3

C
(Remote I/O 

Module)

8 SPDT relay outputs, 8 Supervised inputs, 2 
Digital inputs

Honeywell SEC-H-RIO

C
(Controller / RIO 

enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
Large Enclosure with power supply SEC-ENC-H-2

D
(Communication 

cable)

22 AWG low capacitance, shielded, twisted 
pair. 4000 ft. total length max.

Obtain 
locally

Belden #7837A 
or equivalent

Lot

E
(Power and 
battery from 
controller to 

module)

3 conductor shielded cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

F
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain 
locally

Belden #8725 or 
equivalent.

Lot 

G
(Credentials - not 

shown on 
drawing)

PVC Prox Card - may be used with PVC 
printers.

Honeywell

PVC-H-4
Mult. of 

25Prox Card PX-4-H
Prox Key Fob PX-KEY-H



WEBS-AX SECURITY ACCESS CONTROL

21 74-4061—02

Fig. 8. Lobby/Call Button Access

Multi-Level Access
Multi-Level Access control is the most complex and refined 
means of controlling elevators. A reader is located in the 
elevator car. When a card is presented at the reader, the 
access level assigned to the card determines to which floor or 
floors the person may have access. 

Special cabling that is run in the elevator shaft is required for 
the card reader. Remote I/O modules located in the elevator 

machine room are tied into the elevator controller. Typically 
one relay output per floor for each car is required. Work 
closely with the company that installed or maintains the 
building elevators to assure that the operation of the elevator 
controls is not compromised. Some states require special 
licensing for installation of elevator controls.

Table 9. Parts for Elevator Access (Multi-Level)

ELEVATOR CONTROLS

120
VAC

CAR 3

CALL BUTTONS

CAR 2CAR 1

FROM SECURITY CONTROLLER

POWER/BATTERY

RS-485
RS-485

C

F

AA

F

D

E

B D

POWER 
SUPPLY

M13933

Item Description Supplier Part # Price Qty Total

A
(Reader)

Small mullion mount prox. reader

Honeywell

OP10HONE
Mullion mount prox. reader OP30HONE
Long-range wall mount prox. reader OP40HONE
Vandal Resistant wall mount prox. reader OP90HONE
Keypad / Prox. Reader OT36HONA

B
(Controller/module)

2 Reader (doors) remote module

Honeywell

SEC-H-R2R 
Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-201

Security Controller with on-board I/O for 2 
readers (doors).

SEC-H-600

B
(Controller/module 

enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1 
Large Enclosure with power supply SEC-ENC-H-2
Small Enclosure - houses 1 reader module SEC-ENC-H-3
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Fig. 9. Elevator Access (Multi-Level Access)

C
(Remote I/O 

Module)

8 SPDT relay outputs, 8 Supervised inputs, 2 
Digital inputs

Honeywell SEC-H-RIO

C
(Controller / RIO 

enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
Large Enclosure with power supply SEC-ENC-H-2

D
(Communication 

cable)

22 AWG low capacitance, shielded, twisted 
pair. 4000 ft. total length max.

Obtain 
locally

Belden #7837A 
or equivalent

Lot

E
(Power and battery 
from controller to 

module)

3 conductor cable. See “Appendix A: Cable 
Sizing” on page 44 for wire gauge required.

Obtain 
locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

F
(Battery Backup to 

RIOs)

3 conductor cable. See “Appendix A: Cable 
Sizing” on page 44 for wire gauge required.

Obtain 
locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

G
(Reader Cable)

22 AWG, 8 conductor, shielded cable. Obtain 
locally

Belden #8725 or 
equivalent.

Lot 

H
(Credentials - not 

shown on drawing)

PVC Prox Card - may be used with PVC 
printers. Honeywell

PVC-H-4
Mult. of 

25Prox Card PX-4-H
Prox Key Fob PX-KEY-H

Item Description Supplier Part # Price Qty Total

120
VAC

CAR 3CAR 2CAR 1

C

G

A

E F

120
VAC

D

POWER 
SUPPLY

M13934

ELEVATOR CONTROLS

POWER 
SUPPLY

B

BATTERY BATTERY

AA

NOTE: LOBBY ACCESS CONTROL AND/OR CALL BUTTON ACCESS MAY BE 
 USED IN CONJUNCTION WITH MULTI-LEVEL ACCESS.

CONSULT LOCAL CODES FOR SPECIAL REQUIREMENTS
REGARDING CABLE IN ELEVATOR SHAFTS

G G

D
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SALES TIPS
• Consult the company that installed or maintains the 

elevators to determine interface requirements.
• Special permits and inspections may be required when 

installing elevator controls. Consult the local licensing 
authority.

• A reader may not be required for every elevator car. After 
hours elevator operation may only require one car to 
operate. Reducing the number of elevators running after 
hours will save on installation costs, energy usage, and 
maintenance.
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SECURITY
There are two primary forms of security, physical and 
electronic. Physical security involves facility guards, structural 
barriers, crowd control and other elements that physically 
protect and inhibit damage to facilities. Electronic security 
involves surveillance, facility management and monitoring of 
people or facilities by electronic means with minimal human 
interaction. The WEBs-AX Security Access Control focuses 
on the electronic elements of security, providing common 
solutions to typical applications. 

Within the industry, there are literally hundreds of devices that 
will accomplish the same basic function for a specific problem. 
Some devices offer broader application uses while others are 
specific to individual applications. There is a broad range of 
prices for devices depending on the grade of security 
application provided. It is often up to you to determine which 
device fits the application best and offers the most viable 
economical approach.

Basic Principles
For the novice user, there are some basic security principles 
that are good to know and understand. For the purpose of this 
Handbook, the following explanations will be brief and to the 
point. There are several publications that go into more detail 
and these are strongly recommended reading to further your 
understanding of security principles and application solutions.

• Interior Protection
Interior protection covers the interior of a facility or area. 
Devices like motion detectors, photoelectric beams, glass 
break sensors, and video motion detection are used for 
monitoring an area for unauthorized entry. Often the 
devices monitored by a security control panel are grouped 
as  "Interior" protection and "Perimeter" protection. Having 
groups allows a user the flexibility to turn off the interior 
protection group from reporting alarm events while leaving 
the perimeter group protection active. This is useful when 
employees work late at night and want assurance that the 
facilities perimeter is protected against unauthorized entry.

• Perimeter Protection
Perimeter protection covers the exterior entries into a 
facility. Devices like magnetic switches, outdoor motion 
detectors, and video monitoring are used for detecting 
unauthorized entry into a facility or area.

• Supervisory Monitoring
Security and fire panels are used to monitor non-security 
devices like flow switches, sump pumps, and temperature 
devices. Supervisory alarms are segregated to provide the 
desired notification. Alarms may be routed to specific 
stations and notification via e-mail may be sent to certain 
personnel.

• Duress
There are a few ways to monitor duress events through a 
security control panel. The first is to use a duress device, 
such as a money clip or duress button, that can be 
activated without detection if the user is threatened. 
Usually these devices are annunciated at the security 
control panel and will transmit to a Central Station. Another 
means of duress notification is to provide a special PIN 
number that may be entered at a keypad when a user is 
forced to enter a building under duress. The system admits 
the user as it typically would for normal access, but causes 
an alarm at the controller which is transmitted to a 
monitoring station. This method protects the user from the 
aggressor, while notifying the appropriate party that an 
event has occurred.

• Central Station Monitoring
When an alarm event is reported at the security control 
panel, the event triggers two things. First is the initiation of 
a sounder either at the security control panel or throughout 
the facility. Second is the transmission of the event to a 
certified alarm monitoring Central Station through phone 
lines, satellite, cellular or Internet transmission methods. 
Once received, the Central Station will follow instructions 
for dispatching police and emergency services and 
notifying the owner. The Central Station dialer panel is 
triggered via a relay output from the security controller or 
remote I/O device. WEBs Security does not directly notify 
Central Monitoring Stations.
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Types of Perimeter Doors
The following types of perimeter doors are described in this 
section:

• Entry Door
• Entry Door with Sounder
• Overhead Roll-up Door

Entry Door
Protecting single entry perimeter doors can vary depending 
on the door and door construction. The only item that changes 
with the type of door is the door position switch. There are 
many types of door position switches for different door 
applications. This application contains a basic surface- 
mounted door position switch used for a variety of purposes.

Table 10. Parts for Entry Door

Fig. 10. Entry Door

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Door Status 

Switch)

SPDT Door Status contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded twisted 
pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A 
or equivalent

Lot

D
(Battery from 
controller to 

module)

2 conductor shielded cable. See “Appendix 
A: Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

E
(Door Status)

22 AWG low capacitance, shielded, twisted 
pair. 

Obtain 
Locally

Belden #7837A 
or equivalent

Lot

A

B
E

C

D

120
VAC

FROM CONTROLLER

M13935

RS-485 BUS

BACKUP POWER

POWER 
SUPPLY
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SALES TIPS
• The SEC-H-RIO contains 8 Inputs and 8 Outputs for alarm 

point monitoring.

• The SEC-H-RIO can be connected to any security device 
that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Double doors require 2 door status switches.

Entry Door with Sounder
Protecting single entry perimeter doors can vary depending 
on the door and door construction. The only item that changes 
with the type of door is the door position switch. There are 
many types of door position switches for different door 
applications. This application contains a basic surface- 
mounted door position switch used for a variety of purposes. 

In addition, in this application a local sounder will activate 
when the door is opened without proper authorization. This is 
often used in large facilities to prevent unauthorized opening 
of the door. For example, an emergency door is one 
application where using a sounder is common.

Table 11. Parts for Entry Door with Sounder

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Door Status 

Switch)

SPDT Door Status contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Door Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Sounder 12 

VDC)

Sounder - 12 VDC Obtain 
Locally

Belden #7837A or 
equivalent

1

G
(Auxiliary 
Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

H
(Backup 
Battery)

12 V 7AH Battery, “Appendix B: Battery 
Sizing” on page 47. (Not shown on 
Drawing)

Honeywell 712BNP 1-2
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Fig. 11. Entry Door with Sounder

SALES TIPS
• If a fire evacuation speaker is in close proximity, a special 

security message can be programmed to sound when the 
door is open. This would save the cost of the horn, power 
supply, and the wires for power. In this case, a relay output 
from the security system is wired to an input on the fire 
system to trigger the alert.

• When supplying power for sounder make sure you perform 
the appropriate voltage calculation to assure the voltage at 
the device is at the proper level. The controller power 

supply can not be used to power the sounder. Use a 
separate output from the HP300ULPD4 to power the RIO 
and controller. Note that the RIO may not be powered from 
both the Auxiliary power supply and the enclosure supply.

• The SEC-H-RIO contains 8 Inputs and 8 Outputs for alarm 
point monitoring.

• The SEC-H-RIO can be connected to any security device 
that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Double doors require 2 door status switches.

L
120
VACA

B
E

C

D

D

FROM CONTROLLER

M13936

D

RS-485 BUS

POWER 
SUPPLY



WEBS-AX SECURITY ACCESS CONTROL

74-4061—02 28

Overhead Roll-up Door
Overhead doors can be a nuisance to protect since they are 
subjected to damage and often do not align properly. To 
protect an overhead roll-up door, you must allow for 
movement within the door, thus providing a switch that allows 

gap variances that will reduce false alarms or misalignment. 
This application uses a door position switch that provides the 
gap variances required for overhead doors. In warehouse 
environments it is often wise to protect your cables by using 
conduit at least 10 feet up the wall. 

Table 12. Parts for Overhead Roll-up Door

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Door Status 

Switch)

SPDT Door Status contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Battery from 
controller to 

module)

2 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 44 
for wire gauge required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Door Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot



WEBS-AX SECURITY ACCESS CONTROL

29 74-4061—02

Fig. 12. Overhead Roll-up Door

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

point monitoring.

• The SEC-H-RIO can be connected to any security device 
that contains alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Conduit is used for protecting the wire against damage 
from machinery.

1/2 INCH 
CONDUIT

1/2 INCH 
CONDUIT

SURFACE MOUNTED 4-INCH 
SQUARE BOX WITH COVER

A

E

C

FROM CONTROLLER

BACKUP POWER

RS-485 BUS

POWER 
SUPPLY

B

B

D

120
VAC

M13937
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Types of Windows and Openings
The following types of windows and openings are described in 
the following sections:

• Roof Hatches
• Sky Lights
• Single Sliding Window
• Multiple Windows (acoustical sensors)

Roof Hatches
Roof hatches are often overlooked as an entry point into a 
facility. Providing a roof hatch position switch can prevent 
unauthorized entry from a roof hatch entry point. The use of a 
properly mounted door position switch will meet this type of 
application.

Table 13. Parts for Windows and Openings

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O Module)
Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/module 

enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Door Status Switch)

SPDT Door Status contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Battery from controller 

to module)

2 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 
44 for wire gauge required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Door Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot
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Fig. 13. Windows and Openings

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

point monitoring.

• The SEC-H-RIO can be connected to any security device 
that contains alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

Sky Lights
Skylights can be a vulnerable entry point to many businesses. 
Often, skylights are made of Plexiglas™, Lexan™ or other 
types of plastic. This type of construction eliminates the option 
of using acoustic glass break sensors since these sensors are 

designed for detecting glass, not plastic. To satisfy this 
application you should use a shock sensor mounted towards 
the corner of the skylight.

Table 14. Parts for Skylights

A

B

E

C

D
120
VAC

FROM CONTROLLER
RS-485 BUS

BACKUP POWER

ROOF HATCH

POWER 
SUPPLY

B

B

E

E
B

B

M13938

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2
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Fig. 14. Sky Lights

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

point monitoring.
• The SEC-H-RIO can be connected to any security device 

that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Loop powered detectors may not work with WEBs 
supervised inputs. If using loop powered devices, the 
circuit may need to be tuned to prevent false alarms. Self-
powered shock sensors are recommended.

Single Sliding Window
Protecting single sliding windows can be accomplished by 
using the same devices as used for doors. A position switch is 
mounted on the sliding glass window and wired as a single 
zone. This can be accomplished by using recessed or 
surface-mounted position switches.

Table 15. Parts for Single Sliding Window

B
(Shock Sensor)

Self-Powered, N.C. dry alarm contact Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded twisted 
pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A 
or equivalent

Lot

D
(Battery from 
controller to 

module)

2 conductor shielded cable. See “Appendix 
A: Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

E
(Shock Sensor)

22 AWG low capacitance, shielded, twisted 
pair. 

Obtain 
Locally

Belden #7837A 
or equivalent

Lot

Item Description Supplier Part # Price Qty Total 

A

E

C

D

120
VAC

FROM CONTROLLER
RS-485 BUS

BACKUP POWER

POWER 
SUPPLY

B

M13939

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Door Status 

Switch)

SPDT Door Status contact. Obtain 
Locally
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Fig. 15. Single Sliding Window

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.

• The SEC-H-RIO can be connected to any security device 
that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Multiple N.C. switches may be wired in series to one input 
zone.

Multiple Windows (acoustical sensors)
Protecting multiple windows where the windows do not open, 
or where a single motion) detector cannot effectively protect 
against unauthorized entry, can be accomplished through 
means of acoustical sensors. Acoustical sensors will hear 
when the glass is broken within a given area. It is important to 

match the sensor to the room size. A sensor whose range 
extends well beyond the boundaries of the room is 
acoustically "hot" and vulnerable to false alarms. For 
protecting glass on more than one wall, ceiling mounting is 
most desirable.

Table 16. Parts for Multiple Windows (acoustical sensors)

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A 
or equivalent

Lot

D
(Battery from 
controller to 

module)

2 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 44 
for wire gauge required.

Obtain 
Locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

E
(Door Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A 
or equivalent

Lot

Item Description Supplier Part # Price Qty Total 

A
E

B

C

D

120
VAC

FROM CONTROLLER
RS-485 BUS

BACKUP POWER

POWER 
SUPPLY

SURFACE MOUNT
SWITCH

RECESSED SURFACE 
SWITCH

SURFACE MOUNT
MAGNET

RECESSED SURFACE 
MAGNET

MOUNTING DIAGRAM
M13940

B

B

B

B

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2
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Fig. 16. Multiple Windows (Acoustical Sensors)

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.
• The SEC-H-RIO can be connected to any security device 

that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc. 

• When supplying power for acoustical device make sure 
you perform the appropriate voltage calculation to assure 
the voltage at the device is at the proper level.

• Power for multiple sensors may be daisy chained.

B
(Acoustical 

Glass Break 
Sensor)

12 VDC Powered, SPDT Alarm Contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded twisted 
pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Motion Sensor 

Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Auxiliary 
Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

G
(Backup Battery)

12 V 7AH Battery, “Appendix B: Battery 
Sizing” on page 47 (Not shown on 
Drawing)

Honeywell 712BNP 1-2

Item Description Supplier Part # Price Qty Total 

F
120
VACA

E

C

D

FROM CONTROLLER

D

RS-485 BUS

POWER 
SUPPLY

B

M13941
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Interior Spaces
The following types of interior spaces are described in this 
section:

• Foyers
• Offices with Partitions, Shelves, and Obstacles
• Loading Dock Doors
• Store Fronts (Shock Sensors)
• Store Fronts (Motion Detection)
• Shelving

NOTE: It is extremely important to select the correct motion 
sensor for each application to provide the required 
security and avoid false alarms. Motion sensors vary 
widely with regard to sensing distance and angle. 
Consult the device specifications prior to selection.

Foyers
Large foyers can be difficult to protect with a single PIR 
(Passive Infra-Red) sensor. However, with proper 
positioning, you can get effective coverage with a single 
PIR sensor in most cases. This application uses a 
motion detector mounted in the corner between inter-
secting walls.

Table 17. Foyers

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Motion Sensor)

12 VDC Powered, SPDT Alarm Contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded twisted 
pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Motion Sensor 

Status)

22 AWG low capacitance, shielded, twisted 
pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Auxiliary 
Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

G
(Backup 
Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47. (Not shown on 
Drawing)

Honeywell 712BNP 1-2
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Fig. 17. Foyers

SALES TIPS
• Passive Infrared Sensor application practices: Passive 

Infrared Sensors should not be aimed at sources of rapid 
heating or cooling. These include forced air ducts, space 
heaters, direct sunlight, strong white lights and mirrors that 
can reflect strong lights.

Offices with Partitions, Shelves, and Obstacles
Partitions, half-walls, shelving and filing cabinets are typically 
encountered in the office environment. The most effective 
method of protecting all the space in the room is to mount the 
PIR sensors in the ceiling. Correct positioning of the PIR 
sensor is critical when covering the entire area.

Table 18. Parts for Offices with Partitions, Shelves, and Obstacles

F
120
VACA

E

C

D

FROM CONTROLLER

M13942

D

RS-485 BUS

POWER 
SUPPLY

Item Description Supplier Part # Price Qty Total
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Motion Sensor)

12 VDC Powered, SPDT Alarm Contact. Obtain 
Locally

1
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Fig. 18. Offices with Partitions, Shelves, and Obstacles

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points. 
• The SEC-H-RIO can be connected to any security device 

that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Passive Infrared Detector application practices: Passive 
Infrared Detectors should not be aimed at sources of rapid 
heating or cooling. These include forced air ducts, space 
heaters, direct sunlight, strong white lights and mirrors that 
can reflect strong lights.

• When supplying power for the PIR make sure you perform 
the appropriate voltage calculation to assure the voltage at 
the device is at the proper level.

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required 
cable per 
calculations in 
Appendix A.

Lot

E
(Motion Sensor 

Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Auxiliary Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

G
(Backup Battery)

12 V 7AH Battery, “Appendix B: Battery 
Sizing” on page 47 (Not shown on 
Drawing)

Honeywell 712BNP 1-2

Item Description Supplier Part # Price Qty Total

FIGURE 1: WALL MOUNTED PIRs ARE MORE SUSCEPTIBLE 
TO BLOCKAGE BY PARTITIONS AND SHELVING

FIGURE 2:  A CEILING MOUNTED PIR CAN PROVIDE
PROTECTION FROM PARTITIONS BLOCKING THE VIEW

F120
VACA

E

C

D

FROM CONTROLLER

D

RS-485 BUS

POWER 
SUPPLY

B

INCORRECT CORRECT

B
B

M13943
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Loading Dock Doors
Loading dock doors are frequently the target of intruders. 
Early detection can prevent costly break-ins to truck trailers 
and to the warehouse itself. For this application it is wise to 
use a PIR that is made for the outdoor environment.

Table 19. Parts for Loading Dock Doors

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Motion Sensor)

12 VDC Powered, SPDT Alarm Contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Motion Sensor 

Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Auxiliary Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

G
(Backup Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47 (Not shown on 
Drawing)

Honeywell 712BNP 1-2
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Fig. 19. Loading Dock Doors

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.

• The SEC-H-RIO can be connected to any security device 
that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• When supplying power for the PIR make sure you perform 
the appropriate voltage calculation to assure the voltage at 
the device is at the proper level.

Store Fronts (Shock Sensors)
Store owners often want glass-break protection on their front 
windows in order to have the alarm sound as soon as the 
glass is broken. While this does not prevent "smash and grab" 
losses, in most cases it will prevent burglars from actually 
entering the premises. For storefront windows, shock sensors 

are always the best choice. A shock sensor is visible from the 
outside, which might deter burglars before the glass is broken. 
Shock sensors are less likely to be set off by street noise or by 
rolling metal shutters than are acoustical sensors.

Table 20. Parts for Store Fronts (Shock Sensors)

F120
VACA

E

C

D

FROM CONTROLLER

D

RS-485 BUS

POWER 
SUPPLY

B

B

M13944

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2
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Fig. 20. Store Fronts (Shock Sensors)

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.
• The SEC-H-RIO can be connected to any security device 

that contains alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Do not use loop powered devices. Use self powered 
devices that have N.C. dry alarm contacts.

• N.C. contacts may be daisy chained and wired to one RIO 
input.

Store Fronts (Motion Detection)
Curtain PIR motion detectors provide an alternate method for 
protecting large windows and doors that are typically found in 
a storefront application. In many cases, the PIR motion 
detector provides a better cost-effective solution than multiple 
glass break detectors.

B
(Shock Sensor)

Self-Powered, N.C. dry alarm contact Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Battery from 
controller to 

module)

2 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 44 for 
wire gauge required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Shock Sensor)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

Item Description Supplier Part # Price Qty Total 

Low APR Financing Available!

A

C

FROM CONTROLLER

BACKUP POWER

RS-485 BUS

POWER 
SUPPLY

D

120
VAC

E

B
B B

BBB

B B B B B B

M13945
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Table 21. Parts for Store Fronts (Motion Detection)

Fig. 21. Store Fronts (Motion Detection)

SALES TIPS
• Passive Infrared Detector application practices: Passive 

Infrared Detectors should not be aimed at sources of rapid 
heating or cooling. These include forced air ducts, space 
heaters, direct sunlight, strong white lights and mirrors that 
can reflect strong lights.

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Motion Sensor)

12 VDC Powered, SPDT Alarm Contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded twisted 
pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: Cable 
Sizing” on page 44 for wire gauge required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Motion Sensor 

Status)

22 AWG low capacitance, shielded, twisted 
pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Auxiliary Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

G
(Backup Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47 (Not shown on 
Drawing)

Honeywell 712BNP 1-2

F
120
VACA

B

E

C

D

FROM CONTROLLER

D

RS-485 BUS

POWER 
SUPPLY

B

M13946
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Shelving
Many types of facilities such as warehouses, distribution 
centers, home improvement centers, etc., have areas where 
long aisles of shelving are a concern. The best approach is to 
protect the aisles with a combination of long and short-range 
motion detectors.

Table 22. Parts for Shelving

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Motion Sensor)

12 VDC Powered, SPDT Alarm Contact. Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Power Cable)

2 conductor cable. See “Appendix A: 
Cable Sizing” on page 44 for wire gauge 
required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(Motion Sensor 

Status)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

F
(Auxiliary Power)

12/24 VDC 2.5 A Battery Backed Power 
Supply w/ 4 output power distribution 
board.

Honeywell HP300ULPD4CB 1

G
(Backup Battery)

12 V 7AH Battery. “Appendix B: Battery 
Sizing” on page 47 (Not shown on 
Drawing)

Honeywell 712BNP 1-2
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Fig. 22. Shelving

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.
• The SEC-H-RIO can be connected to any security device 

that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Motion detectors can be powered by an auxiliary power 
supply or by a local transformer. It is better to power motion 
detectors from an auxiliary power supply. Auxiliary power 
supplies can include battery backup, helping reduce false 
alarms due to power fluctuations.

• When supplying power for the PIRs make sure you perform 
the appropriate voltage calculation to assure the voltage at 
the device is at the proper level.

F120
VACA

E

C

D

FROM CONTROLLER

D

RS-485 BUS

POWER 
SUPPLY

B

D

B

B

B

B B

D

D

D

D
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Duress
Duress situations are described in the following sections:

• Cash Registers
• Silent Panic and Emergency Alarm

Cash Registers
You can alert authorities to unauthorized removal of money 
from cash register drawers with a device known as a money 
trap. This device holds paper currency between a magnetized 
clip and back plate that contains magnetic reed contacts. 
Mounted in a drawer, the money trap will activate an alarm 
event when the money is removed from the money trap.

Table 23. Parts for Cash Registers

Fig. 23. Cash Registers

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.
• The SEC-H-RIO can be connected to any security device 

that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

• Money traps can cause nuisance alarms if not properly 
installed. It is recommended that stranded cable be used 
between the money trap and the SEC-H-RIO module. 
Constant drawer movement will cause solid wires to break.

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O 
Module)

Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital 
inputs

Honeywell SEC-H-RIO 1

A
(Controller/

module 
enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Money Trap)

SPDT switch. Activates when money is 
removed.

Obtain 
Locally

1

C
(Communication 

Cable)

22 AWG low capacitance, shielded 
twisted pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Battery from 
controller to 

module)

2 conductor shielded cable. See 
“Appendix A: Cable Sizing” on page 44 
for wire gauge required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(From Money 
Trap to RIO)

22 AWG low capacitance, shielded, 
twisted pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

A
E

B

C

D

120
VAC

FROM CONTROLLER
RS-485 BUS

BACKUP POWER

POWER 
SUPPLY

B

E
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Silent Panic and Emergency Alarm
Banks, jewelry stores, fast food restaurants, convenience 
stores and other places where people and property are at risk 
can be protected with a manually-operated silent panic/
emergency alarm switch. If threatened, an individual can 
activate the switch Alarm initiating an alarm event. The event 
is transmitted to the central station and the police department 

is contacted. Care must be taken to mount the device in a 
location that is easy to access, but where it won't be 
accidentally triggered. Devices are typically mounted in such a 
way that they can be tripped with a toe or knee, so as not to 
alert the intruder.

Table 24. Parts for Silent Panic and Emergency Alarm

Fig. 24. Silent Panic and Emergency Alarm

SALES TIPS
• The SEC-H-RIO contains 8 inputs and 8 outputs for alarm 

monitoring points.

• The SEC-H-RIO can be connected to any security device 
that contains dry alarm contacts such as motion detectors, 
glass break detectors, door contacts, etc.

Item Description Supplier Part # Price Qty Total 
A

(Remote I/O Module)
Remote I/O module with 8 supervised 
inputs, 8 SPDT relay outputs, 2 digital inputs

Honeywell SEC-H-RIO 1

A
(Controller/module 

enclosures)

Medium Enclosure with power supply
Honeywell

SEC-ENC-H-1
1Large Enclosure with power supply SEC-ENC-H-2

B
(Panic Switch)

SPDT switch. Activates when money is 
removed.

Obtain 
Locally

1

C
(Communication Cable)

22 AWG low capacitance, shielded twisted 
pair. 4000 ft. total length max.

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

D
(Battery from controller 

to module)

2 conductor shielded cable. See “Appendix 
B: Battery Sizing” on page 47.for wire gauge 
required.

Obtain 
Locally

Use required cable 
per calculations in 
Appendix A.

Lot

E
(From Panic Switch to 

RIO)

22 AWG low capacitance, shielded, twisted 
pair. 

Obtain 
Locally

Belden #7837A or 
equivalent

Lot

OPEN 1 INCH (30o) 
TO ACTIVE SWITCH

A
E

C

D

120
VAC

FROM CONTROLLER
RS-485 BUS

BACKUP POWER

POWER 
SUPPLY

B

B

M13949
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APPENDIX A: CABLE SIZING
1. Determine power requirements. Make sure to account 

for all devices powered through the cable. Remember 
that card readers and keypads are powered through the 
SEC-H-R2R module or controller. Other devices such 

as motion sensors, door locks, and sounding devices 
are powered by auxiliary power supplies separately 
from the controller hardware.

Table 25. Determine power requirements.

2. Determine cable length. Lay out the system on a floor 
plan. Determine the cable length to the most distant 
device.

3. Using the chart below, determine wire gage required. 
1.5 VDC is the acceptable voltage drop to assure cor-
rect operation of the system. If the voltage drop exceeds 
the maximum for an acceptable wire gauge, then 
remote power supplies are required.

Table 26. Voltage Drop per 100 ft.

Example: If total current load = 1.0 Amp, then 14 AWG cable is required for a run of 300 feet.

Device Amp Qty Total
SEC-H-600 0.4
SEC-H-201 0.4
SEC-H-RIO 0.4
SEC-H-R2R 0.1
OP10HONE 0.035
OP30HONE 0.05
OP40HONE 0.05
OP90HONE 0.05
OT36HONA 0.17

SEC-H-INT-KP 0.15
Total

Gauge
(AWG)

Load Current
0.10A 0.25A 0.5A 1.0A 1.5A 2.0A 4.0A

10 0.020 0.05 0.10 0.20 0.30 0.40 0.8
12 0.032 0.08 0.16 0.32 0.48 0.64 1.27
14 0.050 0.13 0.25 0.50 0.75 1.01 2.02
16 0.080 0.20 0.40 0.80 1.20 1.60 3.20
18 0.127 0.32 0.64 1.27 1.91 2.54 5.08

Voltage Drop per 100 ft.
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APPENDIX B: BATTERY SIZING
1. Determine the maximum current draw for all devices 

powered by the battery(s).
2. Determine length of time (in hours) that backup power is 

required. If the system power is connected to a UPS, 
then 0.1 hours may be adequate. Four hours is the typi-
cal length of time used for calculating backup battery 
capacity.

3. Calculate the require Amp Hours for the batteries. 
Assume that the battery performance is at 80% of listed 
capacity.

Current Draw X Hours of Backup Power X 1.25 (80% of 
battery capacity) =  AmpHours required

Example:
Total current draw for devices connected to battery backup 
power = 2.0 AMP
Backup power time = 4 hours

2.0 AMP X 4 Hour X 1.25 = 10 AmpHours

Therefore, two 7 AmpHour batteries are required to provide 
the desired backup power.

NOTE: The Medium and Large Security enclosures have 
space for two 12VDC, 7 AmpHour batteries. A bat-
tery charging circuit resides on the SEC-H-201 and 
SEC-H-600 controller. The enclosure power supplies 
do not charge batteries. The SEC-H-RIO and SEC-
H-R2R modules do not charge batteries. The battery 
charging circuit on the controller can source up to 5 
AMPs. An in-line fuse should be installed to limit the 
battery current to 5 AMPs.

NOTE: The HP300ULX and HP300ULPD4CB Power sup-
plies also have space for two 12 VDC, 7AmpHour 
batteries. These power supplies provide 12.5 VDC or 
24 VDC (field selectable) at 2.5 AMPs. These power 
supplies do have battery charging circuits and fused 
outputs.    The HP300ULX has a single fused output, 
while the HP300ULPD4CB has 4 fused outputs. Do 
not mix controller hardware and other powered 
devices such as door hardware, motion sensors, or 

APPENDIX C: POWER SUPPLIES
WEBs Large and Medium Enclosures include the NPB-PWR-
UN-H power supply. This power supply provides 15 VDC at 30 
Watts or 2 Amps. Use the enclosure power supplies to power 
the security controller, remote modules, and card readers. Do 
not supply power to door locks, motion sensors, sirens, or 
other ancillary devices with the same power supply that is 
used for the controller, modules and readers.

It is important to note that the NPB-PWR-UN-H power 
supplies included with the enclosures do not incorporate a 
battery charging circuit. A charging circuit is present on the 
security controller. The security controller provides up to 5 
AMPs of backup power through its circuitry. Do not connect 
power from more than one power supply to a device. For 
example: If a SEC-H-RIO is housed in a medium enclosure 
and the enclosure supply is connected to 120 VAC power, DO 
NOT connect power from the controller to the module. You 
may connect the battery power from the controller if desired. If 

battery power from the controller is not available due to 
distance or capacity, and backup power is required for the 
module, use one of the HP300 power supplies with battery 
backup described below.

The HP300ULX and HP300ULPD4CB Power supplies include 
a battery charging circuit and automatic power changeover. 
Use these supplies to provide continuous power to devices 
not powered by the Security Controller power supply. These 
power supplies may be field configured to provide 12 or 24 
VDC at 2.5 Amps. The HP300ULPD4CB supply includes a 
power distribution board with 4 individually fused circuits. 
Using separate circuits for devices increases the system 
reliability and is encouraged. For example: If separate circuits 
for motion sensors and door locks are used, the motion 
sensors will continue to function and provide security even if 
the door lock is shorted or disabled.
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APPENDIX D: ENCLOSURES
Security Enclosures include locking doors, door tamper 
switches, DIN rail for mounting modules and controllers, 
and mounting / grounding screws. 

Use of the security enclosures is recommended to 
maintain the listing of the devices and reduce installation 
labor. 

Fig. 25. Large Enclosures: SEC-ENC-H-2

Fig. 26. Medium Enclosures: SEC-ENC-H-1

Fig. 27. Small Enclosures: SEC-ENC-H-3
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